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Archival Policy for Electronic Information

Dear Reader:
The following document was created from the MTAS website (mtas.tennessee.edu). This website is
maintained daily by MTAS staff and seeks to represent the most current information regarding issues
relative to Tennessee municipal government.
We hope this information will be useful to you; reference to it will assist you with many of the questions
that will arise in your tenure with municipal government. However, the Tennessee Code Annotated and
other relevant laws or regulations should always be consulted before any action is taken based upon
the contents of this document.
Please feel free to contact us if you have questions or comments regarding this information or any other
MTAS website material.
Sincerely,
The University of Tennessee
Municipal Technical Advisory Service
1610 University Avenue
Knoxville, TN 37921-6741
865-974-0411 phone
865-974-0423 fax
www.mtas.tennessee.edu
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Reference Number: MTAS-1075
This section is intended to provide guidance, especially to smaller cities, in the creation and
implementation of a practical and cost-effective archiving policy for Electronically Stored Information
(ESI). Various state and federal laws require cities to retain certain records and communications for
differing amounts of time. The fact that such a document is in an electronic format in no way relieves
such responsibility. In fact, amendments to the Federal Rules of Civil Procedure clearly stipulate that
special procedures must be taken to protect electronic data. To ensure compliance with state and
federal laws, every city should institute an ESI archiving policy, which at a minimum:
1. Determines whether manual or automatic archiving is preferable for the retention of ESI;
2. Appoints someone to oversee and ensure compliance with this policy; and
3. Ensures that the retention archives are consistent throughout the organization so that retrieval, when
necessary, can be timely and thorough.
A well-reasoned and thoughtfully implemented retention policy conveys an image of transparency,
which is a benefit to any city. Such a policy can also save large amounts of time and money in the
context of a discovery request. A policy for ESI retention should exist in conjunction with a more
exhaustive records retention schedule.
The Records Management for Municipal Government [1]section in this database provides a nearly
comprehensive list of municipal records and the appropriate retention period for each class of records.
Many of these classifications of records such as warrants and other court documents may not exist in
electronic format. Other records however, such as employment correspondence, citizen complaints, and
other vital information, are becoming increasingly common in an electronic form. The overriding
principle here is that record retention is subject-based not medium-based. Hence a letter and an e-mail
with the same content would require the same retention.
When managing your ESI, there are two basic archiving methods – automatic and manual. Deciding
which method will suit the needs of your city is the first step in developing a sound ESI retention policy.
Generally, automatic archiving systems are preferable for large organizations that generate large
volumes of ESI. While these systems are very thorough, their expense may be cost-prohibitive to many
cities. Despite its potential for human error, manual archiving will be the likely choice for most
Tennessee cities.
The first method, automatic archiving, is an automated system that would be managed by your IT
department. Many such systems, available through various vendors, will harvest, archive and delete
your ESI based on the rules that are implemented in the software. The rules that you implement are
established by your written policy. A list of a few of the products and vendors is included at the end of
this page. The recommendation of a specific software product is outside the scope of this document.
The second method, manual archiving, is a manual process managed by the individual users in your
municipality. This method is similar to the current approach with paper documents and can even mirror
this process if you decide to print all ESI and file it away with your other documents. Each user would be
responsible for all the ESI that is created and received by that user. However, the municipality has the
responsibility of developing, training, maintaining and auditing this method. If you would like to maintain
your ESI in electronic format, consult with your IT department because your capability to do so depends
on the server resources and technologies available to you. Manual archiving will work even if you do not
have an IT department or a server. One example of this method would be to create a filing structure that
would mirror the subject guidelines established in the Records Management for Municipal Governments
- Retention Schedules [2]. See figure below.
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This structure can be established in your e-mail file, a file server drive, or on the system drive for your
specific computer. Note that if you are keeping this data electronically for retention purposes, keep it in
a location that is backed up to another form of media on a regular basis. In the example shown above,
the retention period was added to the name of the folder to make management of the content easier for
the user.
The following systems are a few that were identified and are provided as references only. This is not a
complete list of products and is not an endorsement by MTAS.
Google Vault - adds archiving and e-Discovery to G Suite for Government

[3]

Microsoft Exchange online Plan 2 or Office 365 (Plan E3) for government offer the Archiving and Legal
hold capabilities [4]
Veritas Enterprise Vault [5]
EMC Archiving Software [6]
ZL Technologies Unified Archive [7]
Finally, it is important to note the distinction between ESI archiving and the use of backup software.
While archiving makes content distinctions and saves ESI accordingly, backup software stores all ESI
transmitted during a specified time frame. Backups can be very large, unwieldy databases, and due to
technological limitations in retrieval, would not satisfy the requirements of an archive system. Backup
systems are designed for disaster recovery situations – not record retention.
Make sure your city has an adequate archival system for its ESI. Waiting until you receive a Subpoena
Duces Tecum will certainly be too late.

Links:
[1] https://www.mtas.tennessee.edu/reference/records-management-municipal-governments
[2] https://www.mtas.tennessee.edu/reference/retention-schedules
[3] https://gsuite.google.com/products/vault/
[4] https://products.office.com/en-us/government/compare-office-365-government-plans
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[5] http://www.symantec.com/enterprise-vault
[6] http://www.emc.com/campaign/ediscovery/index.htm
[7] http://www.zlti.com/data-sources/email/
DISCLAIMER: The letters and publications written by the MTAS consultants were written based upon the law at the time and/or a specific
sets of facts. The laws referenced in the letters and publications may have changed and/or the technical advice provided may not be
applicable to your city or circumstances. Always consult with your city attorney or an MTAS consultant before taking any action based on
information contained in this website.
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